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o)) PROFESSIONAL

Posygres

3auem?

» Bokpyr blockchain o6pasoBancs 6onbLioit xaln, ecTb Kak
CTOPOHHUWKM, TaK U MPOTUBHUKM.

» MOXHO /I n3BneYb n3 ,Cl,aHHOl‘/'I TEXHON0IrMnM 4YT1o-TO NOSIE3HOE ANA

CYBA?

1 THINK WE SHOULD
BUILD A GLOCKCHAIN

Alexander Korotkov

DOES HE UNDERSTAND
WHAT HE SAID OR
IS IT SOMETHING
HE SAW IN A TRADE
MAGALINE AD7?

S Adams E-mail: SCOTTADAMS EAOL.COM

GHAT COLOR DO YOU WANT
THAT BLOCKCHAINT

iji7 ® 1985 United Feoture Syadicate. Inc.(NYC

Credereum — Postgres ¢ NnoaAep»Koi 610KyeiH

2/26



o)) PROFESSIONAL

POS gres Yto Takoe Credereum?

MpoekT Credereum cocTtouT B NpuBHeceHUM anemeHToB blockchain B
pensaumoHHyto CYB/, (KoHKpeTHO B PostgreSQL), a UMeHHO:

> [lonb3oBaTesib NOANUCLIBAET KaXKAYI0 TPAH3aKLMIO, KOTOPYIO OH
BbIMOJIHAET;

> CYB/] poKasbiBaeT No/1b30BaTeNt0 KOPPEKTHOCTb pe3yaAbTaToB
3anpoca;

> [lpun 3TOM cUCTeMa OCTaéTcA LLeHTpaAn3oBaHHOM, Bnageney, b,
ocTaércs;

> MMpuKBaTHOCTb AaHHbIX TOXe OCTAETCA, KaXKAbl NONb30BaTENb BUAUT
TO/IbKO CBOO YaCTb AAHHbIX.
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Poslgres “%A¢
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J oo NMpobaema Beé paBHO ocTaérea?

Posygres

13 ucxopaHoi ctatbm npo bitcoin L.

A purely peer-to-peer version of electronic cash would allow online
payments to be sent directly from one party to another without going
through a financial institution.

OK
Digital signatures provide part of the solution,
3aecb BCE NOHATHO!

but the main benefits are lost if a trusted third party is still required to
prevent double-spending. We propose a solution to the double-spending
problem using a peer-to-peer network.

XMmm...

1https://bi'tcoin.or‘g/bitcoin.pdf
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o] PROFESSIONAL npo6nema ”double Spending"

Posygres

Bnageneu, 6a3bl MOXET BECTM HECKONbKO Bepcuii oaHoM B/, nokasbiBan
pa3sHble BEPCUM Pa3HbIM NONb30BaTENAM.

Database state

User 1 f\ ﬁser 2
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)., PELWIEHMEM MPOBNEMBI “dOuble spending” ¢
Pos gres nomouwpto trusted storage

signed
— > top Trusted st
CredereumDB | database rusted storage
query hash 7Y A
User result
A with proof signed
signed top
transation database
hash
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database hash
¢ check top )
database hash
User
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Pogzg}isgg Hy»Ho 6onblue aeTaneir?

\

WE NEED TO GO DEEPER
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o)) PROFESSIONAL

POS gres Merklix = Merkle tree + Radix tree

hashg = hash('t' + hash{ + 'slow' + hashy)

hashq = hash('oast' /‘ SIO;"V hashy = hash(hashs

+ hashg + 'est' + hashy) +'ly' + hashg)

oast  ggt ly
hashg = hash('ing' @ @ @
+ hashz + 'er' + hashg) er

ing values values values
hashi = hash(valuej), i >= 4

valuey valueg
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o] PROFESSIONAL Merkle proof in merkliX tree

Pos{gres

Merkle proof ana “toasting”.

t slow

®

oast  ggt
ing er

valuey
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J "o Yo noanuncbiBaeT Noab3oBaTeNnb?

Posygres

old top hash| [new top hash| ~ Sign

Proof of old row versions Proof of new row versions

Q
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Jmoeson Kak no/ib3oBaTeb NPOBepAeT TPaH3aKLumio?

Posygres

old top hash| [new top hash| ~ Sign

Proof of old row versions Proof of new row versions
Y

o

©)

O - internal node (O - altered internal node
— hangling node
— leaf node (O — altered leaf node
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o)) PROFESSIONAL

Posygres

CtpykTtypa blockchain

next root
hash 2

prev
root hash

hash

next root P

Alexander Korotkov

Credereum — Postgres ¢ noaaepKKo 6/10KYeitH

13/26




o)) PROFESSIONAL

Posygres

Xawwun pukcupytotcsa B trusted storage

Trusted storage

Saved hash #1

Saved hash #2

Credereum database

Hash

Hash

Hash

Hash

Hash

Block

Block

Block

Block

Block

Alexander Korotkov
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Pos

g "reeesona - JIoKa3aTeIbCTBO UCTOPUMN

gres

Trusted storage

Saved hash #1

Saved hash #2

Credereum database

Hash Hash Hash [Hash Hash
Block Block Block Block Block
- VY
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Credereum — Postgres ¢ noaaepKKo 6/10KYeitH

15/26



o)) PROFESSIONAL I-I pOTOTM I.I

Pos{gres
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o PROFESSIONAL npOTOTMH: npeacrtasieHne Kako4da

Posygres

key = relation_name + row_id(64-bit)
root

tab1 tab2 tab3

tab1. tab1. tab1. tab2. tab2. tab2. tab3. tab3.
rowl row2 row3 rowl row2 row3 rowl row2
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o] PROFESSIONAL npOTOTMH: XpaHeHune aepesa

Pos{gres

CREATE TABLE credereum_merklix

(
key varbit NOT NULL,
generation bigint NOT NULL,
transaction_id bigint,
children varbit[],
leaf bool NOT NULL,
hash bytea,
value json,
PRIMARY KEY (key, generation, transaction_id),
CHECK (leaf OR value IS NULL) -- Non-leafs doesn’t have values
)s
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Y......o. TPOTOTMM: yCTAaHOBKa
Pos gres (ckopo byget goctyneH)

git clone git@github.com:postgrespro/pg_credereum.git
cd pg_credreum

make USE_PGXS=1

sudo make USE_PGXS=1 install

make USE_PGXS=1 installcheck

psql dbname

R T o

CREATE EXTENSION pg_credereum;

CREATE TRIGGER t_after

AFTER INSERT OR UPDATE OR DELETE ON t

FOR EACH ROW EXECUTE PROCEDURE credereum_acc_trigger();
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of PROFESSIONAL npOTOTMH: MCNoJZib30BaHUe

Pos{gres

BEGIN;

INSERT INTO t (value) VALUES (’abcdef’);

SELECT * FROM credereum_get_changeset();

-- lpoBepaem nonyyeHHvie merkle proof u nodnuceiBaem ux

SELECT credereum_sign_transaction(...pubkey..., ...signature..

COMMIT;
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of] PROFESSIONAL npOTOTMn: npumep Ha python

Pos{gres

cursor = dbconn.cursor()

cursor.execute(”INSERT INTO t (value) VALUES (%s)”, (value,))
changeset = get_changeset(dbconn, True)

# [lpoBepsiem changeset

assert (not changeset[’updates’]), ’We didn\’t perform updates’
assert (not changeset[’deletes’]), ’We didn\’t perform deletes’

assert (len(changeset[’inserts’]) == 1), ’Should be exactly one inser
assert (changeset[’inserts’][0][’value’].keys() == [u’id’, u’value’]).
assert (changeset[’inserts’][@][’value’][’value’] == value), ’Values r

# ModnuceiBaem mpaH3aKyutw

sign = crypto.sign(pkey, changeset[’hash’], *”sha256”)

cursor.execute(”SELECT credereum_sign_transaction(%s, %s);”,
(pubkey, psycopg2.Binary(sign)))

cursor.close()

dbconn.commit()

Alexander Korotkov Credereum — Postgres ¢ noaaep»Koi 61okueitH 21/26



o PROFESSIONAL OrpaHW-IEHVIFI npeanoxeHHoOro nogxoaa

Posygres

> [lobouHble BeTkM merkle proof’os oTKpbiBatoT coverty channel gna
[OaHHbIX, KOTOPble AAHHbIV NONb30BaTENb HE [O/IKEH BUAETD.

> LlndpoBas Nnoanmcb AOMKHA OCYLLECTBAATLCA HA CTOPOHE KOHEYHOTo
nosnb3oBaTtens. Takum 06pa3om, KOHEeYHbI Nob30BaTe b
HenocpeacTBEHHO MMEET AeN1o Co CTPYKTypoit BA.

» CNOXKHOCTb A0Ka3aTeNbCTBA UCTOPMM MPSAMO NPONOPLMOHAIbHA
obLemy YMcay TpaH3aKLMM, NpoLeLmX 33 UCKOMBbIN nepuog,
BPEMEHMU.
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ol PROFESSIONAL I-lop'xo'a'bl K peLLIeHMI-O np06neMb|
Pos gres cnoxHocTn fokasatenbcTsa UCTOPUN

» Bnaageneu 6a3bl nybnukyet bloom filter uameHmsLmnxca cTpok ana
6n0kos (hint). Monb3oBaTenb 3anpalumMBaeT A0Ka3aTeNbCTBO 415 BCEX
610KOB, rae ncxoaHas CTpoka BxoauT B bloom filter u ana cayyaliHbix
npyrux (BbIbopoYHas nposepKa).

> [lonb3oBaTenb NoAAePKMBAET YaCTUYHYIO PENINKY AaHHbIX U
WMHKPEMEHTA/IbHO eé 06HOBASAET.
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o FrOFESSONAL - B 93 MIOYKHO @ 6yp|y|_|_||ee CFEdereum

Posygres

Credereum storage

decentralized smart
cloud constracts
backup Public blockchain with

sharding
signed
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o)) PROFESSIONAL

POS gres 3aKknto4yeHmne

» Credereum nosBossaeT Bnagenouy b/, 4oKa3biBaTb KOPPEKTHOCTb
BO3BpaLLaeMbIX AaHHbIX, @ nosib3osaTtento b/l nposepaTb
KOPPEKTHOCTb BO3BPALLLAEMbIX AAHHbIX.

» [ns Toro, 4tobbl y6eanTbes B ToM, 4To b, cywectsyeT B
e[IMHCTBEHHOM BapuaHTe, HyXeH trusted storage.

> [poun3BOAUTENBHOCTb OMNepaLmii 3anmcK byaeT B pasbl HUXKE, YeM B
ob6blyHOM B/ (overhead nogaepxaHua merklix), Ho Ha nopaaKku
6onble, yem B Ny6ANYHbIX B1O0KYEMHaX.

> [poun3BOANTENBHOCTb NOCTPOEHMA AOKA3aTENbCT HEBEIMKA, HO eCTb
Noaxoabl K eé yaydleHuio.

» [lpoTtoTun byaet onybanKkoBaH Ha github.com B 6amxKanwme 2-3
Heaenu (Tak:ke byaeTt orpaHM3oBaH MuTan).
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