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AKTyanbHble Bepcun: 1.0-1.2
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Peanusayua B PostgreSQL {é}

OpenSSL
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[logaepxnBaemble Bepcun: 1.0.2,
1.1.0

PasymMHble ymonyaHuA

AES
Kntouegol obmeH no Jugppu-XennimaHy

CBOWN KOHPUTYpaLMOHHbIN dpann?

OPENSSL_CONF=/path/to/my.conf
Hanpumep, ecnu HyxxeH TOCT



NMapameTpbl cepBepa
.t postgresql.conf

ssl =on
ssl_cert_file/ssl_key_file
ssl_crl_file
ssl_dh_params_file
ssl_ciphers

ssl_ca_file — pna aBTopusaunm no
cepTndunkaTam
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TexHnuyecKknn
AyTeHTndpunKauma ienTe
UHTepHeT

bes Heé — ToNbKO LWndpPoBaHMeE

A _/

" [lo ymonuyaHMIO BbIK/OYEHa

= Peann3oaHa uyepes libpg

= ~/.postgresql/root.crt
" ~/.postgresql/postgresql.crt
= ~/.postgresql/postgresql.key

* [loppobHocTu:
https:.//www.postgresqgl.org/docs/10/static/libp
g-ssl.html



https://www.postgresql.org/docs/10/static/libpq-ssl.html

UHTepHeT

KnueHTtcKkaa ayreHTUPUuKauma {é} IleHHTv:ecmﬁ

/ ~.Hactponkn pg_hba.conf
= Onuwa clientcert

" Bkioyaem nposepKy cepmugukama

= clientcert=0 — MoXXHO uOmu 6e3 cepmucgukama
= clientcert=1 - mpebyemcsa cepmucgukam

= Jlng nob6ozo auth-memooa

= Auth-meTton cert

=  bepém umsa nonv3osamernd u3 nosd CN cepmugpukama
=  Onyua map



" TexHn4yecKnmn
CBoncrBa coeguHEeHNA LlenTp
UHTepHeT

At S NMakert sslinfo

ssl_is_used(), ssl_version(), ssl_cipher()
ssl_client_cert_present()

ssl_client_dn()/ssl client dn_field(fieldname
text)

ssl_client_serial()/ssl_issuer _dn()

[ oKymeHTaumA:
https://www.postgresql.org/docs/current/static/
sslinfo.html



https://www.postgresql.org/docs/current/static/sslinfo.html

TexHn4yecKnmn
HemHoro npo auth LlenTp
UHTepHeT

cert~ onncaHa paHee
Ha ocHoBe naponA

= password
= md5
= scram-sha-256 (10+), RFC 7677

Ina anrpenpa:

-
h

= password_encryption = scram-sha-256

= [Iposepumes 8cex KJIUeHmMo8

= [lepeceHepums naposu

=  CmeHumbs MemoO asmopu3ayuu 8 pg_hba.conf

POCTOE N3NTOKEHNE CXEMDI:
ttps://www.openscg.com/2017/12/salted-

C

1a|lenqe -response- -authentication-mechanism-

scram-authentication/



https://www.openscg.com/2017/12/salted-challenge-response-authentication-mechanism-scram-authentication/

Kpunrtorpadpunueckue
napameTpbi PostgreSQL

Bonpoco!?
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