UHTerpauusa cepsepos PostgreSQL B
KOPNOPaTUBHYIO CeTb

000 «NTCK»

TexHonornyeckuin ueHTp 1C

Myykos B.B. @ rn3“pnM

26,01,2018 H E ® T b



TEXHO/NTOTMYECKMU LLEEHTP 1C B UTCK

4

YacoBbix nogca

NPUCYTCTBUA
[ @ TR P PP PP PP °

20 000+

Nonb3oBaTenen

Bu3Hec-cucTem
@ rcerrtenntitntitntitntttntetntttntetntttntotnattnactnsenns le)

300+ ar 14

Cneumanuctos 1C "’ fopopos
NMPUCYTCTBUSA
@ rerrertntenttnttnstnstnststnssnstssnssssssnssnssnssnsnn Q.‘ "'o ............................................................. °

500+

NHdpopmaumoHHbIX 6a3

40+

Mpegnpunatum Ha
noaaepxke




Tpe6OBaHMFI K TEXHONOTMYEeCKMM peLEHNAM

* be3onacHOCTb
» CooTBeTCcTBME KOPNOPATUBHbIM CTaHAAPTAM

 HapéexXHoctb

Fasnpom Hepts | 3



KopnopaTmnBHble cUCTeMbl, KOTOPble Mbl ncrnonb3lyem ¢ PostgreSQL

MICRO 2
MR e 3

PostgreSQL

solarwinds
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Mouemy Kerberos

* EaMHan Touyka Bxoaa (single sign in)
* [Taponb He nepeaaércs No Cetu
* AYyTEHTUPUUUNPYIOTCA N KNINEHT U cepBep

* MMPOCTO KpacnBOE UHMKEHEPHOE peLleHue
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Mpouecc ayTeHTdMKauumn Kerberos

KDC KDC — Key Distribution Center
TGS — Ticket Granting Service
TGT —Ticket Granting Ticket
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Mpouecc ayTeHTUdPUKaummn Kerberos

KDC KDC — Key Distribution Center
TGS — Ticket Granting Service
TGT —Ticket Granting Ticket
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Mpouecc ayTeHTMdMKauumn Kerberos

KDC KDC — Key Distribution Center
TGS —Ticket Granting Service

y

Sk TGT —Ticket Granting Ticket
EE/ SPN — Service Principal Name
g
TGS+
3anpocM
K
KnneHT s oG, SPN
TGT:[KnnenT, IP, Tnmut, Ceanc_TGS] —
CeaHc TGS .

CepBep CYb/l +
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Mpouecc ayTeHTUdPUKaummn Kerberos

KDC — Key Distribution Center
TGS — Ticket Granting Service
TGT —Ticket Granting Ticket

SPN — Service Principal Name

KANeHT &
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Mpouecc ayTeHTMdMKauumn Kerberos

KDC KDC — Key Distribution Center
TGS —Ticket Granting Service

y

SR TGT —Ticket Granting Ticket
§§/ SPN — Service Principal Name
TGS+
3
KAneHT =
TGT:[KnuneHnT, IP, Tnmut, Ceanc_TGS] i

Ticket:SPN,[KnunenT, IP, lumunt, Cearc CepBucal
CeaHc_TGS %, CeaHc_CepBucaé— CepBep CYB[[ 8
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Mpouecc ayTeHTUdPUKaummn Kerberos

KDC KDC — Key Distribution Center
TGS —Ticket Granting Service

y

SR TGT —Ticket Granting Ticket
§§/ SPN — Service Principal Name
TGS~

Ticket
Auth: [K/meHT, Bpems]

KANEHT #~
TGT:[KnueHrT, IP, Tnmunt, CeaHc_TGS]

Ticket:SPN,[KnunenT, IP, lumunt, Cearc CepBucal
CeaHc_TGS %, CeaHc_CepBucaé— CepBep CYB[[ 8
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Mpouecc ayTeHTUdPUKaummn Kerberos

KDC KDC — Key Distribution Center
TGS — Ticket Granting Service
TGT —Ticket Granting Ticket

SPN — Service Principal Name
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HactpounkKa Kerberos ana cepsepa PostgreSQL noa Windows

1. YcraHoBuTb PostgreSQL, nocmoTtpeTb Mma cepBuca (3aBUCUT OT MHCTaNNATOPA)

2. Hactpoutb 3anyck PostgreSQL noa gomeHHoi Y3 (He 3abbiTb Npo NpaBa Ha KaTazoru, BKAKO4Yasn
stats_temp_directory)

3. 3apeructpuposaTtb SPN:
Setspn -A pgsgl-9.6.7-1.1C-x64/<uMa KOMIIbIOTEepa C IJOMeHOM> <Y3 06es3 moMeHa>
4. pg_hba.conf:

host all all <nomceTb> Sspl include realm=1 map=ml

5. pg_ident.conf:

m1l /™ (.*) AGAZPROM-NEFT\ .LOCALS \1
m1 /™ (.*) @GAZPROM-NEFTS \1
6. psql:

Create role “<UserName>"” with login;
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HactpounKa Kerberos ana cepsepa PostgreSQL nopa Linux
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Hactponka Kerberos ansa cepsepa PostgreSQL nog, Linux




HactpounKa Kerberos ana cepsepa PostgreSQL nopa Linux

1. CobpaTtb PostgreSQL u3s ucxogHukos, sbinoaHus ./configure --with-krb-srvnam=POSTGRES
2. Cospatb keytab:

ktpass -princ POSTGRES/<cepBep>.gazprom-neft.local@GAZPROM-NEFT.LOCAL -
mapuser <Y3> -pass "<napoisab>" -crypto All -ptype KRBS5 NT PRINCIPAL -out
<pamn. keytab>Ckonmposatb keytab Ha cepsep PostgreSQL, yctaHOoBUTb NpaBsa:

chmod 0400 <pamn>.keytab

chown postgres:postgres <pawmy>.keytab
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mailto:POSTGRES/spb99-t-itdb01.gazprom-neft.local@GAZPROM-NEFT.LOCAL

HactpounKa Kerberos ana cepsepa PostgreSQL nopa Linux

3. /etc/krb5.conf

[libdefaults]
dns lookup realm = false
dns lookup kdc = true
default realm = GAZPROM-NEFT.LOCAL
[realms]
GAZPROM-NEFT.LOCAL = {
kdc = <xKOHTpOJUIEPp IOOMEHa>
admin server = <KOHTPOJUJIEP IOMEHa>
}
[domain realm]
.gazprom—-neft.local = GAZPROM-NEFT.LOCAL

gazprom—-neft.local = GAZPROM-NEFT.LOCAL
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HactpounKa Kerberos ana cepsepa PostgreSQL nopa Linux

4. postgresqgl.conf:
krb server keyfile = '/etc/sysconfig/pgsqgl/<dpann>.keytab’
5. pg_hba.conf:

host all all <nomceTb> gss include realm=1 krb realm=GAZPROM-
NEFT .LOCAL map=ml

6. pg_ident.conf:

m1 /™ (.*) @GAZPROM-NEFT\ .LOCALS \1
m1l /™ (.*) AGAZPROM-NEFTS \1
7. psql:

Create role “<UserName>"” with login;
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PostgreSQL + Kerberos
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PostgreSQL + Kerberos

PostgreSQL
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PostgreSQL + Kerberos + 1C?

1=

PUPMA “1C”

Postgre SQL
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PostgreSQL + Kerberos + 1C?




PostgreSQL + Kerberos + 1C?

1C B AaHHbIX MOMEHT He noaaepXMBaeT A0MeHHYI0 ayTeHTUdUuKauuto ¢ PostgreSQL,
paxe B cpeae Windows.
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be3sonacHocTb 1C + PostgreSQL

PaspeneHue TeCToBbIX U NPOAYKTUBHbIX CEpPBEpPOB

OrpaHuumMBaTh paspeLliéHHble XocTbl B pg_hba.conf

wonN =

Pa3Hble Bnagenblbl AnA pa3Hbix 6a3

4. Otbupartb superuser nocne co3gaHua 6as, snagenoua bl u Bcex 06bekToB B Hel(!) gocTaTouHo, HO...

2019-01-27 19:20:17.007 MSK; ERROR: permission denied to set parameter "lc messages"

2019-01-27 19:20:17.007 MSK; STATEMENT: SET lc messages to 'en US.UTF-8';

Mpobnema goHeceHa ao 1C, Hapeemcs, 4yTo byaeT pelieHa B banKanee Bpems

Fasnpom Hedptb | 25



I:I MICRO
Pe3epBHOEe KonnpoBaHue FOCUS

« bBbiBwKM HP DataProtector, 6biBluKit OmniBackup
« [lopAaep’XKa AUCKOBDBIX U JIEHTOYHbIX apXUBOB
* EAWHDbIN UEHTpP yNpaBieHUa U MOHUTOPUHIA

WHTerpupyetca c PostgreSQL :

 HauuHasna c Bepcun 2018.11 (10.20) noaaepxunsaet PostgreSQL 10 1 HoBee

* Ymeert genatb nonHbie PK n PK WAL-¢aitnos

* [lo3Bonsaer BbINONHATbL Point-in-Time Recovery

* o3BonseT BbINONAHATbL MUTPaALIMIO K1AaCcTepa B APYroi KaTanor u/mnm Ha gpyroii cepsep
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k.

Cxema pabotbl DataProtector + PostgreSQL Ij '|;4|I:|||::::E E
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) MICRDO
HacTtpouka DataProtector gna PostgreSQL FOCUS

1. Ha ctropoHe Cell Manager gna Ka)aoro cepsepa 3anonHsaetca ¢ainn sK3emnaapos
<umsa_cepsepa>%INSTANCE _LIST:

INSTANCE LIST=('postgresgl-x64-10");

2. [Ana Kaxporo sKksemnaapa Hagao co3paTtb pan BUJaA <MMA_cepBepa>%<umsa_3sK3emnaapa>:

Windows Linux
username='postgres'; username='postgres';
password=""; password="'";
port=5432; port=5432;
archive dir='E:\pgbackup\archive\'; archive dir='/pgbackup/9.6/archive/"';
binary dir='C:\Program binary dir='/usr/pgsql-9.6/bin/";
Files\PostgreSQL\10\bin'; slave host='"";
slave host='"; slave archive dir='";
slave archive dir='"; slave data dir='";
slave data dir="'"; OSUSER='root';
OSUSER="'MSK01-DPSVC'; OSGROUP="'wheel"';

OSGROUP="'GAZPROM-NEFT"';
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o MIC RO
[lochepnoBaTeIbHOCTb AEUCTBUMU NnPU KONMpPoBaHMHA F D E I_I E

1. BbinonHser pg_start_backup()

2. Konwupyet ¢pannbl Knacrepa

3. BbinonHser pg_stop_backup()

4. [lepeHanpasnaet apxusauuto WAL:

parameter "archive command" changed to ""C:/Program Files/OmniBack/bin/pgsglbar.exe" -stage
%p -backup"“

4. KonupyeTt ¢paitnbl U3 TEKYLLErO apXMBHOrO KaTaaora

5. Bo3spauwaet apxusauuro WAL:

parameter "archive command" changed to "archlog.bat Sp Sf"

Fasnpom Heptb | 29



o MIC RO
[lochepnoBaTeIbHOCTb AEUCTBUMU Nnpn BOCCTAHOBAEHUN F D E I_I E

1. Konupyert ¢painbl Knacrepa

2. Hacrtpausaert recovery.conf:

restore command='"C:/Program Files/OmniBack/bin/pgsglbar.exe" -stage %p -restore
pg xlog/%f'recovery target time='2018-08-22 09:58:49'recovery target action='promote'

4. 3anycKaet Knacrep
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YTo penatb, ecnm cnctema PK He nHTerpupyetca ¢ PostgreSQL?

Hactpansaem pesepBHOe KonuposaHue yepes pg_basebackup
Hactpaunsaem archive_command

Hactpansaem CPK Ha KonupoBaHue KaTaznora, B KOTOPbIi OCYLLEeCTBAAIETCA pe3epBHOe KonnpoBaHue
cpeacrtsamum PostgreSQL
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Cuctema MOHUTOPUHTA <
solarwinds ~

EAaMHaA cuctema MOHUTOPUHra cepeepHoro naHgwadra NMH

Mawocobl

» KpyrnocyTo4yHas cny»kba noaaepHku

* OrtpaboTaHHaA cuctema ackanaumm

* HacTpavBaemble YPOBHU NpeaynpexkaeHni

e Xopowo NoAxoAuT ANA NPeAoTBPALLLEHUA KPUTUYECKNX Npobaem

e  XpaHWUT apx1Bbl METPUK, MO3BONAET MPOM3BOAMTL aHaAN3 NOCTHAKTYM

MuHycbl

* TaxkenosecHas
* OrpaHu4yeHmna B HACTPOMKe BU3Yyann3aunm
 Database Performance Analyzer oo cux nop He noaaepunsaet PostgreSQL
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N
Cuctema MOHUTOPUHTa solarwinds ~

Mpumepbl 3anpocoB A9 MOHUTOPUHIA

* 3asucwme ceccum

select
count (datname),
datname
from
pPg stat activity
where
state like 'idle in%' and
( current timestamp - state change ) > interval 'l minute' and
datid not in ( select oid from pg database where datistemplate )

group by datname
* ApxusuposaHue WAL

select
case when ( last failed time > last archived time ) then failed count else 0 end as failed count,
cast ( last archived time as varchar ) ||
case
when ( last failed time > last archived time ) then
'<br>' || cast( last failed time as varchar )
else '' end
from

pg stat archiver
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JKPaH MOHUTOPUHra cepBepa

solarwinds

-

SUMMARY

TRANSACTIONS

Application Details e
APPLICATION NAME: Pi_stat_sctiity on
APPLICATION STATLIS: Eig Applicationstatusisip
SERVER STATUS: @ ServerststucisUp
COMPONENT NAME COMPONENT TYPE COMPONENT STATUS
[Slp 3mewcuse Tpanzakym  ODBC User Experience Monitor  Up
[Slp  Apxweays WAL ODBC User Experience Monitor  Up
[(Glg Osmazn ODBC User Experience Monitor  Up
Summary e
Node is Up.
MODE STATUS ' Application PostgreSQL (lgs_msk_eson_rw} has
state: Warning.
POLLING IP ADDRESS
DYHAMICIP No
MACHINE T¥PE B8 WWindows 3012 R2 Server
NODE CATEGORY Server
DHS
SYSTEM NAME
Hardware: Intelfid Farily & Madel 37 Stepping 1
DESCRIFTION ATIAT COMPATIBLE - Saftware: Windows Version 6.3
(Build D500 Muttiprocessar Free}
LOCATION
CONTACT
SYSOBJECTID
LAST BOOT Fridlay, January 18, 2019 6:18 AM

SOFTWARE VERSION

SOFTWARE IMAGE

HARTHNARE

HOOF CPUS.

TELMET

WEB BROWSE

6.3 {Build 9600 Multiprocessor Fres)
Unknawn
Virtuial, host Unknewn

16

Application Custom Properties ree

ALERT

MAILTO1

KOHTAKTHOENWLO_PT
BCKANALMA [OCTYTHOCTE
SCKANALMS_ONPOC

SCKANALIAA_MPANCHEHME K
FATUMECKIRA

SCKANALIMA_MPANOHEHIE N
FEMTIFERIEHIE

False

man-indrastsucture Bgazpr
is-alerts@gazproninefl.ni;

meft.ru; rad-le-bag

1 C-WTCK-Bazue
‘OnoEECTITE o TENEdoHy

Hapan

ONOBECTUTE A0 TENECHY

111A WpopMEL

Components
COMPONENT NAME
O -
Sasnowme TpaHGARLH

58 g

CPU Load & Memory Statistics

Cusrent Auerage CPU Load
Mernory Used
Mernory Available

Tatal Memary

STATISTIC MESSAGE

[ 45700004

LY
15.413 GB 2%
53.306 GB TB%

68715 GB

AppStack Environment for pg stat_activity

B areucanonsm

E SERVERS (1)
'

VIRTUAL CLUSTERS (1}

[l VIRTUAL DATACENTERS (1)

@ VIRTUAL CENTERS {1)

DATA STORES (1)

(=) voumese
o000

Lns ()
[ ]
B roosy
@

) STORAGE ARRAVS (1)

wap
RESPONSE TIME PORT
183
I Mk
me
s I Nik
ms
o n Nik
me
HAP
[}
-
—
Hap
1
1
1
1
1
1
3

» View in Entire AppStack Emironment

Last 5 Notes (0)

Application Availability

pg_stat_activity

Jan 21 2019, 12:00 3m - Jan 25 2019, 5:00 am

Zoom | 1h 12h 24h

AMLABILITY
8
®

ADD NOTE

EXPORT HELP

0%
21 Jan 22 Jan 23 Jan 24 Jan 25 Jan 26 Jan 27 Jan 28 Jan
MHov'18 Dac "1B Jan"18
I Other I unknown
o Warning
I Critical Il Dovm
so\arwmus-'-'
Last 25 Application Events re
LAST 30 DAYS
12712018 306 AM @ Appicanon “pg_stEt_actvm on nooe —E up
/2712018 3:01 AM A\ Appication “pg_stat_actvity” on node W Is down
1242018 112 P @ Appecstion “pg_stst_actumy” on nooe B up
. Application “pg_stst_acthvity” on node
242018 147 AU ] and statistics collection hawe been recumed.
Application “pg_stat_activity” on node 3z besn unmanaged.
24018 1140 AM o Polling and statlstics colection are suspended.
11242018 1:12 AM A\ Appicstion “pg_stat_actuity” on node I down
102412018 1:08 AM 0 Appication "pg_stat activity” created on node
Availability Statistics s
PERICO AVAILABILITY
Today 100,000 %
Vasterday 09653 W
Last 7 Days BIIT1 %
Last 30 Days. BT W
This Month BT W
This Year BT W
HAP
Active Application Alerts (0)
ALL UNACKNOWLEDGED ALERTS
ALERT NAME MESSAGE TRIGGERING OBJECT ACTIVETIME RELATED NODE

"asnpom HedTb
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JKpaH CTaTucTtnkm b/

.

solarwinds ©

Components

COMPONENT NAME

Current Number of Locks on
Server

Database Cache Hit Ratio (%)
Database Size (MB)

Database Success Rate (%)
Size of the Largest Table (MB)

Table with the biggest number of
Index Scans

Table with the biggest number of
Row Reads

Table with the biggest number of
Sequential Scans

Total Active Server Connections

Total Indexes in Current
Database

Total Number of Tables in
Current Database

STATISTIC

36

95.18

19.882 K

100

7023

17.786 K

71.546 G

139.089 M

17

4428

5759

MESSAGE

pg_toast_1954679

reference6938 /

public

_inforg7952

reference6938 /

public

RESPONSE TIME

68ms |

63ms |

742
ms

53ms |

33ms |

52ms |

54ms |

105
ms

24ms |

40ms |

A0ms |

HELP

PORT

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A
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U YTO B PE3Y/IbTATE?

Cuctembl KOPNOpPaTUBHOrO YPOBHA 3a4acTy0 OTHOCATCA K PostgreSQL HeckonbKo
CBbICOKA

9TO OTHOLIEHMe A0CTAaTOUYHO ObICTPO MEHAETCA B IYULLYIO CTOPOHY

Mbl Bce MOXXem 3ToOMy NOCoAencTBOBaTb
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