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Mpo6nema — He UCNoNb3ylOTCA AOCTYMNHblE CpeacTBa

3awuntbl CYB/]

[ToMrMO Npobnem pasaeneHns Tpyaa v
OTBETCTBEHHOCTU Mexay otaenamMmu VT n b
CYLLEeCTBYHOT NpobemMa ropuandeckoro
npobena B 3aKOHOA4ATEbHbIX JJOKYMEHTaX
OCT3K

IMeroTCst TpeboBaHMS K paspaboTynkam
CYB/l no Hannyno cpeacTB 3allnThbl, HO
OTCYTCTBYIOT TpeboBaHMA K pa3padboTymkam
NPUIOXKEHWI MO 06A3aTENBHOMY UX
NPUMEHEHNIO

B ntore 3agayun 1b urHopumpyroTca nnm
BMECTO MPOMbILLNEHHbIX PeLIeHnI
NPUMEHAKTCA CAeNaHHble «Ha KONEHKEe»

PRODUCTION READI
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[Tpo6nema — HegoOCTAaTOYHO 6a30BbIX CPEeACTB 3aLUThbl (57 PostgresPro
PostgreSQL

NmetoTca TpeboBaHUSA PerynsaTopoB:

« K pacnpegeneHuto o6s13aHHOCTEN (Mpobema
Cynepnonb30oBaTeNs — 6€CKOHTPObHOCTB,
HEBO3MOXXHOCTb OTCEeAMTb OnacHble AeNCTBUS,
DVICKM MCMONb30BaHWA superuser 4ns paboTbl
CEPBUCOB)

« K CIIOXXHOCTV Naposia 1 TanMayTam
« Kounctke naMaTu
o K cTabunbHocTn HacTpoek CYB/]

e K MepeyHo 1 CoOAePXXMMOMY PErMCTPUPYEMBbIX
CcObbITUN 6e30MaCHOCTU

« PeecTpbl, 6e30MacHas pa3paboTKa, cepTudukaLms,
McnpaBeHns




[Tpo6nema — HegoOCTAaTOYHO 6a30BbIX CPEeACTB 3aLUThbl (57 PostgresPro
PostgreSQL

NmetoTcs TpeboBaHUSA pblHKaA:

o OrpaHun4yeHmne oCcTyrna K YyBCTBUTEIbHbIM AaHHbIM NMPUBUIETMPOBAHHbIX
NoJib30BaTesen

e 3amMeHa pas3paboTok uam OpenSource yTUanT ANsa MacknpoBaHs JaHHbIX

o [lOBbILIEHME TMOKOCTU ayanTa U CHUXKEHWE Harpy3kmn ot Hero Ha CYB/I, ynpoLlueHne
MHTerpaumm ¢ SIEM-cnctemamm

e Hy>kHa yTunnTa Ans rovcka Y4yBcTBUTENbHOM nHPopMauun B CYB/]
e Hy)Ha cnHxpoHuzaLna ponen u npusunernn CYB/ ¢ rpynnammn LDAP

e HeygobHasa kpunTtorpadua — HENPO3PAYHO A5 MPUAOXKEHUI, YTUINUT, UMEHOTCH
YS3BMIMOCTW

e BpeMeHHOe NCMoNb30BaHWe cTaporo 1 HOBOIO Napossa Npu ero CMeHe
o COKpbITHE YYBCTBUTENBHOM MH(MOPMaLNK B pannax ayamta
o O06¢ycKauma Kofa paspadbaTbiBaeMbIX OYHKLMA
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NHoraa cpepcTBa obecnevyeHns b nosaBnsaoTcA BCNeacTBue  ~ PostaresPro
pa3paboTKu Apyrux peLueHnn

«[Mobo4yka»

Pgbouncer —> Proxima
(ynpaBneHue nynom
CoeiUHEHNN)

«HaTuBHas» ayTeHTUhmKaLmS
6e3 BeZleHNA OTAe/IbHOro Crnmcka
Nosib30BaTENEN C X NapoIAMM

pgpro_ilm + pgpro_usage

CTaTUCTMKA OTHOLLEHUW

M QYHKLMIA B pa3pese
NnoNib30oBaTenemn

—> BO3MOXHOCTb OTbeMA
HEMCMONb3YEMbIX MPUBUIETNN

LONONMHUTENBHO K paboyemy
MecCTy agMuHucTpaTopa CYb/]
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[IpMep NOCTPOEHUSA 3aLLNTbI \/j W
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YT0 U KaKUMUN NHCTPYMEHTAMMN Mbl 6y em

3alimuiaTb

3ajada —
BOCMOJ/1b30BaTbhCA
cpeactBamun Vb,
BCTPOEHHbIMW B
CYB/ v npo3payHo*
3aLWLMNTUTb LEHHYHO
MHPOPMALMIO

* T.€. HE MEeHAqA
YTO-TO B MPUIOXKEHUM
1y KNNEHTOB)

Bookings
BpoHupoBaHus

# book_ref
* book date
* total_amount

A

Tickets
BuneTtbl

Ticket_flights
MepeneTsl

# ticket_no

* book_ref

* passenger _id

* passenger_name
° contact_data

# ticket no

# flight_id

* fare_conditions
* amount

Airports
AsponopTsl

# airport_code
* airport_name
* city

* coordinates
* timezone

Flights
Peiichl

¥

JJeMOHCTpauuoHHas 6a3a
AaHHbIX «KABManepeBO3KWN»

Boarding_passes
MNocapoyHble TanoHbI

# ticket_no

# flight_id

* boarding_no
*seat no

postgrespro.ru/docs/enterprise/current/demodb-bookings

# flight_id

* flight_no

* scheduled_departure
* scheduled_arrival

* departure_airport

* arrival_airport

* status

* aircraft_code

¢ actual_departure
 actual_arrival

A rpe e TyT quCTBMTeﬂthﬁaaHHble ?

(<t PostgresPro

Aircrafts
Camonerthl

# aircraft_code
* model
* range

Seats
MecTta

# aircraft_code
# seat_no
* fare_conditions



https://postgrespro.ru/docs/enterprise/current/demodb-bookings

(<t PostgresPro

1.1 PasBepgKa 4yBCTBUTEJIbHbIX AaHHbIX — CJIOBapb

Ucnonbsyem yTunuty pgpro_scout

[na pasBenku UCMNosb3yeTcsa MeTa-C/ioBapb, COAep KaALLMM MACKK ANF NPOBEPKM UMEH U
coaep>xmumoro nonen (B 7.4. JSON) no Habopy perynspHbIX BblpaXkeHW 1 KOHCTaHTHbIM
3Ha4YeHVaM (HasBaHWs opraHmsaumini, Gamnunnun n T. a.)

scout:
column names:
matchers:
- key: passport - key: emailfield exclude:
match values: [passport, case sensitive: false schemas:
passports] B pattern: (email) - pgpro sfile data
- key: namecolumn - key: email pattern - dbms lob
pattern: (name|contact) case sensitive: false - profile
column values: pattern: ([A-Za-z0- - information schema
case sensitive: false 9. %$+-1+Q@Q[A-Za-z0-9.-]1+\. (rulcom)) - pg_catalog
matchers: - key: phonefield - pg toast
- key: russian surnames case sensitive: false column types:
case sensitive: false # the pattern: (phone) - dbms lob.blob
option is optional, might be deleted - dbms lob.clob
pattern: (OVA|EVA|NOV|MOV|KOQOV) S - sfile




(<t PostgresPro

1.2 Pa3BegKa YyBCTBUTEJIbHbIX lAaHHbIX — YTUINUTA

./bin/pgpro scout inspect -f scout.yml -d demo -h localhost -p 5432 -U postgres

—-—-search-path=bookings -o report.csv
~— — MononHsiembii - [¢ .

[MononHaembIn YTnnurta passeaku - -
MeTa-cloBapb aHEbIX . ecneayenan ol | PenakiMpyembin

P A (1 onuMOHAmNBHO — CNpaBOYHUK CoTpyaHuUK

cxema) otoena VB

\
N
~

-_—

CpencTBo 3aluThl
= =1 4yBCTBUTESIbHbIX

PeaynbTaTbl pa3Begkyi B CNPaBOYHWKE aHANU3MPYET
OAaHHbIX

COTPyAHUK OTAEJ1a b, YTOYHAA NOJINTUKN N METO/1bl
3dLLUNTDbI (B OTHOWEHWN KaKNX poneﬁl, CTaTHn4eCKoe UJin

AMHaMM4Yeckoe MackmpoBaHue, TDE n 1.m))
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1.3 Pa3sBesKa YyBCTBUTEJIbHbIX JaHHbIX — OTYET

#ireport time: 2025-09-23T07:05:12-04:00

matcher
column_name
column_name
column_name
column_value
column_value
column_value
column_value
column_value
column_value
column_value
column_value
}column_value
column_value
column_value
column_value
column_value
column_value
column_value
column_value
column_value
column_value
column_value
column_value

location

column

bookings.airports_data airport_name

bookings.tickets
bookings.tickets
bookings.tickets
bookings.tickets
bookings.tickets
bookings.tickets
bookings.tickets
bookings.tickets
bookings.tickets
bookings.tickets
bookings.tickets
bookings.tickets
bookings.tickets
bookings.tickets
bookings.tickets
bookings.tickets
bookings.tickets
bookings.tickets
bookings.tickets
bookings.tickets
bookings.tickets
bookings.tickets

contact_data
passenger_name
contact_data
passenger_name
contact_data
passenger_name
contact_data
passenger_name
contact_data
contact_data
contact_data
passenger_name
contact_data
contact_data
contact_data
passenger_name
contact_data
contact_data
contact_data
contact_data
contact_data
contact_data

key
namecolumn
namecolumn
namecolumn
phonefield
russian_surnames
phonefield
russian_surnames
phonefield
russian_surnames
emailfield
email_pattern
phonefield
russian_surnames
emailfield
email_pattern
phonefield
russian_surnames
emailfield
email_pattern
emailfield
email_pattern
emailfield
email_pattern

comment sample

airport_name

contact_data

passenger_name

{"phone": "+70127117011"}

VALERIY TIKHONOV

{"phone": "+70378089255"}

EVGENIYA ALEKSEEVA

{"phone": "+70760429203"}

ARTUR GERASIMOV

{"email": "volkova.alina_03101973@postgrespro.ru”, "phone": "+70582584031"}
{"email": "volkova.alina_03101973@postgrespro.ru”, "phone": "+70582584031"}
{"email": "volkova.alina_03101973@postgrespro.ru”, "phone": "+70582584031"}
ALINA VOLKOVA

{"email": "m-zhukov061972@postgrespro.ru”, "phone": "+70149562185"}
{"email": "m-zhukov061972@postgrespro.ru”, "phone": "+70149562185"}
{"email": "m-zhukov061972@postgrespro.ru”, "phone": "+70149562185"}
MAKSIM ZHUKQOV

{"email": "kuznecova-t-011961@postgrespro.ru”, "phone": "+70400736223"}
{"email": "kuznecova-t-011961@postgrespro.ru”, "phone": "+70400736223"}
{"email": "antonova.irina04121972@postgrespro.ru”, "phone": "+70844502960"}
{"email": "antonova.irina04121972@postgrespro.ru”, "phone": "+70844502960"}
{"email": "kuznecova.valentinal0101976@postgrespro.ru”, "phone": "+70268080457"}
{"email": "kuznecova.valentinal0101976@postgrespro.ru”, "phone": "+70268080457"}
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1.4 Bbl60op cpeacTB 3alUTbl N0 OTYETY pgpro_scout

[TockonbKy B Tabnuue «tickets» obHapy>keHbl [1[H, K Heln HeO6XOAMMO NMPUMEHUTD:
* MackunpoBaHue

* JIMHaMM4YeCcKOoe NMpun 3anpocax OT HeJOBEPEHHbIX NMOb30BaTENEN

* (CTaTuyeckoe npu akcrnopTte bl B HeJOBEPEHHYHD cpeay
*  3alMTHOE Npeocbpas3oBaHMe AN AaHHbIX B COCTOSAHMM nokos (TDE)

* Ha aucke

* B 6skanax

Kpome Toro, HeobxoanMo:
« 3aWMTUTb BCE JaHHble B cxeMe «bookings» OT NMpUBUIErMPOBAHHbIX MOMb30BaTENEN
« [IpoayampoBaTb cobbiTna Vb B b1 «demo»

« JlenermpoBaTb onepauunm, 0bbI4HO BbIMONMHAEMbIE cyrneprnofib3oBatenem CYB/],
APYyrMmMm agMUHUCTpaTopam

12



(<f PostgresPro

2.1 JuHaMmunyeckoe MacKupoBaHue — 3ajauva

Mcnonb3yem paclumpeHue pgpro_anonymizer

HnHammnyeckoe MaCKNPOBaHWE USMEHAET lpeactaBlJieHne pealibHblIX AaHHbIX, HE
I\/IO,EI,I/ICIDI/ILI,I/IpyFI NX. HeKOTOpble MoJib30BaTe/IM MOT'YT UNTATb TOJIbKO 3aMaCKNPOBaHHbIE
AaHHbIE, a gpyrme MOryT nojiydmTb AOCTYI K NCXOHOW BEPCNN

3alnTM OT HEAOBEPEHHOIO MNMOJIb30BaTeJ1d UMEHa MaCCa>kMpoB M KOHTaKTHbIE aHHbIE

[+1 ubuntu@ubuntu2204: ~

postgres@demo=# CREATE ROLE untrusted user LOGIN;

CREATE ROLE

postgres@demo=# GRANT USAGE ON SCHEMA bookings TO untrusted user;

GRANT

postgres@demo=# GRANT SELECT ON ALL TABLES IN SCHEMA bookings TO untrusted user;
GRANT

postgres@demo=# SECURITY LABEL FOR anon ON ROLE untrusted user IS 'MASKED';
SECURITY LABEL

postgres@demo=# I

13



2.2 InHaMun4yeckoe MaCcKMpoBaHue — HaCTpoOUKa npasun (<7 PostgresPro
npeobpasoBaHus

Bocnonbayemcs 04HOM N3 BCTPOEHHbIX MYHKLMK PACLUMPEHNS U CO30a4NM KaCTOMHYHO
(OYHKLUMIO 4719 AaHHbIX B popmaTe JSON

ubuntu@ubuntu2204: ~

postgres@demo=# SECURITY LABEL FOR anon ON COLUMN tickets.passenger name IS 'MASKED WITH FUNCTION anon.fake first name()';
SECURITY LABEL

postgres@demo=# CREATE FUNCTION anon.fake contact data(src jsonb) RETURNS jsonb RETURN jsonb build object('email', anon.fake email()
, 'phone', anon.random phone());
CREATE FUNCTION

postgres@demo=# SECURITY LABEL FOR anon ON COLUMN tickets.contact data IS 'MASKED WITH FUNCTION anon.fake contact data(contact data)

SECURITY LABEL

postgres@demo=# ALTER DATABASE demo SET anon.sourceschema TO 'bookings';
ALTER DATABASE

postgres@demo=# \c

You are now connected to database "demo" as user "postgres".
postgres@demo=# SELECT anon.start _dynamic_masking();

YKaXKeM Cxemy, Noanexkallyto MacKMpoOBaHMIO, U OMNLMOHAbHO CXEMY, B KOTOPOW 6yayT
CO3[aBaTbCAa 3aMaCKMPOBaHHbIe NpeaCTaBIeHNS
[locne nepenoaKItYEHNA MOXHO 3amnycKaTb aHOHMMM3aLMIo

14
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2.3 IntHaMu4yecKkoe MacKupoBaHue — pesynbTaTt

B oTBeTe HENOBEPEHHOMY M0J1b30BATEJ/1HO 3aMeEHEHbI UMEHA N KOHTAaKTHbIE laHHbIE,
OCTaJlbHaAA l/IHCbOpl\/IaLl,l/IFI COXpaHeHa B MICXOAHOM BUAE

ubuntu@ubuntu2204: ~

pPOSLQres@demo=#
postgres@demo=# SELECT ticket no, book ref, passenger_id, passenger_name, contact data FROM tickets LIMIT 5;

ticket _no | book ref | passenger_id | passenger_name | contact _data
--------------- o L L L R e —
0005432000987 | 06B0O46 | 8149 604011 | VALERIY TIKHONOV | {"phone": "+70127117011"}
0005432000988 | 06BO46 | 8499 420203 | EVGENIYA ALEKSEEVA | {"phone": "+70378089255"}
0005432000989 | E170C3 | 1011 752484 | ARTUR GERASIMOV | {"phone": "+70760429203"}
0005432000990 | E170C3 | 4849 400049 | ALINA VOLKOVA | {"email": "volkova.alina_03101973@postgrespro.ru”, "phone": "+70582584031"}
0005432000991 | F313DD | 6615 976589 | MAKSIM ZHUKQV | {"email": "m-zhukov@61972@postgrespro.ru", "phone": "+70149562185"}
(5 rows)

postgres@demo=# \c - untrusted user

You are now connected to database "demo" as user "untrusted user".

untrusted user@demo=> SELECT ticket no, book ref, passenger_id, passenger_name, contact data FROM tickets LIMIT 5;
ticket no | book ref | passenger_1id | passenger_name | contact data

0005432000987 | 06B0O46 | 8149 604011 | Dean | {"email": "hkelly@example.com", "phone": "+79224688356"}

0005432000988 | 06BO46 | 8499 420203 | Sabrina | { ": "susan6l@example.org", "phone": "+79402616457"}

0005432000989 | E170C3 | 1011 752484 | Joe | {"email": "ksimpson@example.org", "phone": "+79599986028"}

0005432000990 | E170C3 | 4849 400049 | Valerie | {"email": "pflores@example.com", "phone": "+79328197064"}

0005432000991 | F313DD | 6615 976589 | Michelle | {"email": "njohnson@example.net", "phone": "+79782881778"}

(5 rows) 15
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3.1 3awuTa AaHHbIX B COCTOSSHUU NMOKOSA — 3aja4a

Ncnonb3yeMm paclumpeHue pgpro_tde

C noMoLLbto 06paTUMOro «MaTeEMaTUYECKOro Npeobpas3oBaHua» Npu 3anmcu
nHPopMaumn B[] Ha AUCK nnn NeHTy AenaTtb ee HeYnTaemon

[10 BOBMOXXHOCTN MUHUMW3NPOBATb AOMONHUTENBHYO Harpysky Ha CYb/]
ObecneynTb NPo3padvHoOe YTeHWe 3allMLLEHHbIX JaHHbIX KNeHTaMu n ytunutamm CYb/]
Icnonb30BaTh POTALMKO CEKPETOB

ObecneunTb padoTbl B B MHOMOY3/10BOM KOHPUIypaLnm

16



3.2 3awmnTa AaHHbIX B COCTOSAHUU NOKOSA —
apXuUTeKTypa peLleHus

External Key
Management
Systemn for Main
Master Key

Postgres processes

Process context

Encryption frontend

Encryption Plugin (OpenSSL/IAES)

Legend

e

(<t PostgresPro

Postgres Pro standard components

Postgres Pro standard files

Encryption-specific plugin or library

External encryption software
& hardware

Encryption-specific file

Process context

<

5 | OS-provided
Cryptography
(Open3S5L)

Another Postgres
Pro Instance

Filesystem

Relation files

‘ WAL ‘

Keyring (Encrypted
Master Keys)

Postgres utilities

P e e

..................................................................
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3.3 3awuTa AaHHbIX B COCTOSIHUN NMOKOSA — (% PostgresPro
NCnonb30oBaHME KNOUYen

CYB/l onepupyeT ABYMA TUMAMK KJTKOYEeN 13 | K
3aLUMLLEHHOrO XPaHWNKLLEa CEKPETOB, 1 el Mpu CTapTe s
HEOOX0AMMO COOOLLNTbL anropuT™M NpeobpasoBaHnA s D

[TpocTenwmin cnocod — ncnofib3aoBaHne OpenSSL 1
napons u3 ganna (6esonacHen — 13 n3BneKaemMom

WMK
Tablespace . .
Master Key WAL Master Key

bl

TMK

GreLLKm), HO BO3MOXHO 0bpallieHMe K BHELLHEMY | / 8
XPaHWNLLY CEKPETOB ol .

. ~ Nonce - Qnumer {
Kno4m TabnmnM4Horo NpocTpaHcTBa MOANMDULIMPYIOTCA | | Indvidual Page IV WAL LSN
0719 BApMaTUBHOCTK, U MeTanHpopMaumsa 06 ' : AN ,f
MCMOSb30BAHHOM KJ/TKOUE U MOANMUKATOP 3aHOCUTCS B Encrypts Encrypts
COMPOBOANTENBHbIN Pan pAAOM C 3aliMLiaeMbiM J_ 4¢_

WAL

Relations | |
Files |

y e
Bo3amMoxHa pydHas reHepaumns (potauma) ts-koyen |
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3.4 3awmnTa AaHHbIX B COCTOAHUM NOKOA — akTuBauua TDE

B «postgresqgl.conf» BHOCATCA NapaMeTpbl:

* encryption =on

* encryption_key_wrap_command = ‘openssl enc -pass file:/var/lib/pgpro/ent-
17/secrets/passphrase.txt -aes-256-cbc -pbkdf2 -a >%p’

* encryption_key_unwrap_command = ‘openssl enc -pass file:/var/lib/pgpro/ent-
17/secrets/passphrase.txt -aes-256-cbc -in %p -pbkdf2 -a -d'

* (B MPOAYKTMBE Nyylle NCNOb30BaTb anroputm AES-GCM)

3allmilaeMble OTHOLLEHUS NepeHOCATCAH B BblAEJIEHHOE Taban4Hoe MPOCTPaHCTBO

 CREATE TABLESPACE encrypted LOCATION '/var/lib/pgpro/ent-
17/meta/pg_encryption;

« ALTER TABLESPACE encrypted SET (encryption=on);

habr.com/ru/companies/postgrespro/articles/937246 19


https://habr.com/ru/companies/postgrespro/articles/937246/

3.5 3aluTa AaHHbIX B COCTOSIHUMN NOKOS — nepeMelleHue (<7 PostgresPro
Tabnuubl B HOBOE Tab/IM4YHOE NMPOCTPAHCTBO

Ha ypoBHe CYb/l AaHHble He N3MEHWNCH

ubuntu@ubuntu2204: ~

postgres@demo=# ALTER TABLE bookings.tickets SET TABLESPACE encrypted;
ALTER TABLE

postgres@demo=# SELECT ticket no, book ref, passenger id, passenger name, contact data FROM tickets LIMIT 3;

ticket no | book ref | passenger_id | passenger_name | contact data
--------------- T s T R
0005432000987 | 06B0O46 | 8149 604011 | VALERIY TIKHONOV | {"phone": "+70127117011"}
0005432000988 | 06BO46 | 8499 420203 | EVGENIYA ALEKSEEVA | {"phone": "+70378089255"}
0005432000989 | E170C3 | 1011 752484 | ARTUR GERASIMOV | {"phone": "+70760429203"}
(3 rows)

postgres@demo=# SELECT pg _relation filepath('bookings.tickets');
pg relation_filepath

pg_tblspc/52266/PG_17_202407061/34507/52274
(1 row)

OnpeaennM pacrnonoxeHne Tabnuibl «tickets» nocne nepeHoca Ans TOro, Ytoodbl
NPOBEPUTHL COAEePXKMMOe Parnna Ha yposHe OC

20
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3.6 3aluTa AaHHbIX B COCTOSIHUU NOKOA — pe3ynbTaTt

ubuntu@ubuntuz2204: ~

postgres@ubuntu2204: /var/lib/pgpro/ent-17/metas$ cd /var/lib/pgpro/ent-17/meta/pg_encryption/PG_17 202407061/34507
postgres@ubuntu2204:/var/lib/pgpro/ent—1?/meta/pg_encryption/PG_i?_20240?961/§3§6?$ 1s T

52274 52274 fsm 52274-tde 52274 vm 52275 52275-tde 52276 52276-tde

postgres@ubuntu2204: /var/lib/pgpro/ent-17/meta/pg _encryption/PGC_17 202407061/34507% hexdump -C 52274 | grep phone
postgres@ubuntu2204: /var/lib/pgpro/ent-17/meta/pg_encryption/PG 17 202407061/34507S5 hexdump -C 52274 | taill -5

83837Tel 2d 14 68 bb 29'dd c2 F3 26 89 14 11 2b b3 Ge d5 J-c.. ) Boiowii.]
83637Tfd8 7d 37 14 Ba ef 82 d1 T8 15 12 68 31 ce 4b . 2c @B |FF ccucaan 1.8y
0303ffe®@ 69 96 50 cO 46 d8 85 5a ec eb a® 9d 64 55 3e c4 [i.P.F..Z....dU>.|
Q383FTTH d6 B9 Tc FA 82 'R2 95 m2 B 38 T8 b6 bd 55 T7 81 |....-c..-036..0..]
03040000

postgres@ubuntu2204: /var/lib/pgpro/ent-17/meta/pg_encryption/PGCG_17 20240?061/3450?$ hexdump -C 52274 | head -5
00000000 OO0 00 00 00 90 ee d3 3a Oe ce 04 00 04 01 20 01 |..v.ieeeivennnn il

00000010 e8 1f fe 20 80 01 f7 eB 1e 06 12 ab 23 bd dO 63 |...

00000020 d8 7d b7 6b bc 53 04 92 dc 87 B9 32 73 Be €6 3c |.}.k.S..... e ]
00000030 ef 37 7f 35 c1 ac 27 08 90 7d 74 24 ed 97 74 66 |.7.5

00000040 03 39 4f 2d 68 45 c8 fc e0 45 aa 09 8f f9 28 Oc |

ARE o B s wnkind

[Tonck B anne He paboTaeT, AaHHble HEYNTaeMb!
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3.7 3awmTa gaHHbIX B pe3epBHbIX KOMUAX

ubuntu@ubuntu2204: ~

ubuntu@ubuntu2204:~$ sudo su - postgres

postgres@ubuntu2204:~$ pg _probackup backup -b FULL -B /var/probackup/ --instance ent-17

NOTICE: Backup start, pg=probackup version: 2.8.10, instance: ent-17, backup ID: T707C1, backup mode: FULL, wal mode: ARCHIVE, remot
e: false, compress-algorithm: none, compress-level: 1
INFO: Database backup start

INFO: Enable CFS flock feature

INFO: wait for pg_backup start()

INFO: Wait for WAL segment /var/probackup/wal/ent-17/0000000100000000000000DF to be archived

INFO: PGDATA size: 334MB

INFO: Current Start LSN: O/DFOEOO7O, TLI: 1

INFO: Start transferring data files

INFO: Data files are transferred, time elapsed: 3s

INFO: wait for pg_stop_backup()

INFO: pg_stop backup() successfully executed

INFO: Wait for LSN O/EQOEOOCO in archived WAL segment /var/probackup/wal/ent-17/0000000100000000000000E0
INFO: Getting the Recovery Time from WAL

INFO: Syncing backup files to disk

INFO: Backup files are synced, time elapsed: 3s

INFO: Validating backup T707C1

INFO: validate tablespace map content start

INFO: Backup T707C1 data files are valid

INFO: Backup T707C1 resident size: 334MB

INFO: Backup T707C1 completed

postgres@ubuntu2204:~% I
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3.8 3aluTa AaHHbIX B pe3epBHbIX KONMUAX — pe3ynbTaT

ubuntu@ubuntu2204: ~

postgres@ubuntu2204: /var/probackup/backups/ent-17/T707C1/database/pg tblspc/52266/PC_17 202407061/345075 tree

76921
76921-tde
76925
76925-tde

1 directory, 4 files
postgres@ubuntu2204: /var/probackup/backups/ent-17/T707C1/database/pg_tblspc/52266/PC_17 202407061/34507% hexdump -C 76921 | tail -5

83038878 o1 68 bt 35 87 cc 3T 63 €2 37 1d 26 66 66 €T 2€ |u:uBu 2Ty Mauy |
03038080 e9 d2 1d 08 61 ac f7 87 2a ac Oa b4 1d 65 5f 78 |....a. *....e_xl
03038090 e7 ae 7d 1c 34 e2 74 66 dbO fd 9f e6 fb 05 2a c7 |. } - 1% o g |
030380a0 91 fO 7e b8 6f 02 45 30 19 7c ba 89 fd 35 af 38 |..~.o0. EG.I. 5.8]
030380b0

postgres@ubuntu2204: /var/probackup/backups/ent-17/T707C1/database/pg_tblspc/52266/PC_17 202407061/34507S hexdump -C 76925 | tail -5
00001fde@ 4b 5f 74 7f 49 00 50 f7 Ob e7 4b ef f9 2a 22 4f |K t.I.P...K..*"0]

00001fe®@ fb 35 41 96 2b cd 6f 1f b2 25 1a Oc 1d 12 c5 56 |.5A.+.0..%..... V|
00001ffO0 e0 cB8 e2 3b a2 dc c9 5b 7e 81 90 6e 8e Bc d3 ea |...jeee[~eeNuun]
00002000 3d 44 8c 44 aa b6 27 3d j=0.0.. 21
00002008

postgres@ubuntu2204: /var/probackup/backups/ent-17/T707C1/database/pg_tblspc/52266/PC_17 202407061/345075

J1aHHbIe HeYnTaeMbl
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3.9 3awunTa Kr4ven B pesepBHbIX KONUAX

He 3abbiBaeM Npo KJIOYHULLY, ecnu Bbl nepeHecnn ee ns SPGDATA

ubuntu@ubuntu2204: ~

postgres@ubuntu2204: /var/lib/pgpro/ent-17/dataS cd pg encryption/

postgres@ubuntu2204: /var/lib/pgpro/ent-17/data/pg _encryption$ 1ls

keys keys.old

postgres@ubuntu2204: /var/lib/pgpro/ent-17/data/pg _encryption$ cd /var/probackup/backups/ent-17/T707C1/database/
postgres@ubuntu2204: /var/probackup/backups/ent-17/T707C1/databaseS tree | grep keys

— keys

— keys.old

postgres@ubuntu2204: /var/probackup/backups/ent-17/T707C1/database$ |}

Takxke Hago 6akannpoBaTb Garna ¢ passphrase, ecnu Bbl ero ncnoib3oBanu (HO
oTAenbHO oT b))
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4.1 PasrpaHnyeHune ob6a3aHHoOCTeN

(<f PostgresPro

OrpaHuyeHue goctyna agMmuHuctpartopa CYb/ K AaHHbIM

Ponwu
aAMUHUCTpaTOpa
CYb/ n
aAMUHUCTpaTOpa

S

NO3BOMAT
0CBOOOAUTD
cyneprosepa

OT PYTUHHbIX

onepawnm

[+1

ubuntu@ubuntu2204: ~

postgres@demo=# \du+

List of roles

Role name | Attributes

backup

bookings owner

dbms_admin
demo_admin

pgpro_dbms_admin
pgpro_demo admin

postgres
ppem
ppem_agent
sec_officer

Replication

Create role

Create role, Create DB, Replication

Create role

Create role, Create DB, Cannot login, Replication

Create role, Cannot login

Superuser, Create role, Create DB, Replication, Bypass RLS

Superuser, Create role, Create DB, Replication

Mpu cosgaHMn agMUHUCTPaATOPOB UM BblAalOTCA NpaBa Ha Habop
npeaonpeaeneHHblIX posied U CUCTEMHbIX QYHKLMNA

| Description

Hpyrve
aZMUHNCTPATOPD

|

|

: He JOIKHbI

| nepekroYaTbCcs B
| pONV BNnafenbLa u
| aMUHUCTpaTopa
| poctyna

| 3aLUMLLEHHOM

| CXEMb
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4.2 CMeHa Bflagienbla y CXeMbl U Yy BCeX ee 06beKToB

[+1
ALTER SCHEMA
ALTER SCHEMA
GRANT
postgres@demo=# \dp
Schema | Name
__________ I
bookings | aircrafts
bookings | aircrafts_data
bookings | airports
bookings | ailrports_data
bookings | boarding_ passes
bookings | bookings
bookings | flights
bookings | flights flight id seq
bookings | flights v
bookings | pg proaudit log
bookings | pg_proaudit_settings
bookings | routes
bookings | seats
bookings | ticket flights
bookings | tickets
(15 rows)

ubuntu@ubuntu2204: ~

postgres@demo=# ALTER SCHEMA bookings OWNER TO bookings_owner;

postgres@demo=# ALTER SCHEMA bookings SECURITY OFFICER TO sec officer;

sequence
view
table
view
view
table
table
table

postgres@demo=# GRANT CREATE ON TABLESPACE encrypted TO bookings_owner;

Access privileges
Access privileges

bookings owner=arwdDxtm/bookings owner
bookings owner=arwdDxtm/bookings owner
bookings owner=arwdDxtm/bookings owner
bookings owner=arwdDxtm/bookings owner
bookings_owner=arwdDxtm/bookings owner
bookings owner=arwdDxtm/bookings owner
bookings owner=arwdDxtm/bookings owner
bookings owner=rwU/bookings owner

bookings owner=arwdDxtm/bookings owner

postgres=arwdDxtm/postgres

bookings owner=arwdDxtm/bookings owner
bookings owner=arwdDxtm/bookings owner
bookings owner=arwdDxtm/bookings owner
bookings owner=arwdDxtm/bookings owner

(<f PostgresPro

| Column privileges | Policies
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4.3 Tenepb TOJIbKO BJlagesieL, CXeMbl UMeeT JOCTYN K ee AlaHHbIM

ubuntu@ubuntu2204; ~

postgres@ubuntu2204:~$ psql demo -U bookings owner
psql (17.6)
Type "help" for help.

bookings owner@demo=> SELECT ticket no, book ref, passenger id, passenger name, contact data FROM bookings.tickets LIMIT 3;

ticket no | book ref | passenger_id | passenger_name [ contact data
--------------- e T T T L I
0005432000987 | 06B0O46 | 8149 604011 | VALERIY TIKHONOV | {"phone": "+70127117011"}
0005432000988 | 06B0O46 | 8499 420203 | EVGENIYA ALEKSEEVA | {"phone": "+70378089255"}
0005432000989 | E170C3 | 1011 752484 | ARTUR GERASIMOV | {"phone": "+70760429203"}
3 rows)

bookings_owner@demo=> \c - sec_officer

You are now connected to database 'demo" as user "sec_officer".

sec_officer@demo=> SELECT ticket_no, book_ref, passenger_id, passenger_name, contact_data FROM bookings.tickets LIMIT 3;
ERROR: permission denied for table tickets

sec_officer@demo=> \c - demo admin

You are now connected to database "demo" as user "demo_admin".

demo_admin@demo=> SELECT ticket_no, book_ref, passenger_id, passenger_name, contact_data FROM bookings.tickets LIMIT 3;
ERROR: permission denied for schema bookings

LINE 1: ..., passenger_id, passenger_name, contact_data FROM bookings.t...

M

demo_admin@demo=> \c - dbms admin

You are now connected to database "demo" as user "dbms_admin".

dbms_admin@demo=> SELECT ticket_no, book_ref, passenger_id, passenger_name, contact_data FROM bookings.tickets LIMIT 3;
ERROR: permission denied for schema bookings

LINE 1: ..., passenger_id, passenger_name, contact_data FROM bookings.t...

o)

dbms_admin@demo==>

dbms_admin@demo=> SET ROLE bookings_owner ;

ERROR: permission denied to set role "bookings_owner"

dbms_admin@demo=> | 27
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5.1 AyanT pencteBuun nonb3oBaTeneun

Ncnonb3yeM pacwimpeHue pg_proaudit

* ONTUMU3NPOBAHHbLIN MeXaHU3M PUNbTPaLMK COObITUN — NPABUMIO ANA ayANPOBaHUS
onpefensaeTca KoMoMHaL e napaMmeTpoB U3:
*  IMeHu 6a3bl JaHHbIX

Tuna cobbITns (MOXHO yKasaTb KakK KOHKPETHblE KOMaH/bl, Tak 1 KNnaccbl CO6bITHI)
* Twuna obbekTa
* /IMeHn 06beKkTa
* |IMeHun POJIN (I\/IO)KHO yKasaTb KaK KOHKPETHOIO MNoJib30BaTes1d, Tak U IrpynroByrO pOﬂb)

« MOXHO ornMpoBaTb N6y KoMaHay SQL (B T.4. — Kakow Nosb3oBaTeNb BbIMOAHNI
NENCTBUE) N YKa3blBaTb BaXXHOCTb COObITUS

* BblCOKOE BbICTPOAENCTBNE Barofapst napasnesibHoON obpaboTKe

o JlopabOoTKM — UCKITKOYEHME BPEMEHHbIX TabsnLl, 3KCNOPT AaHHbiXx B Common Event
Format ana SIEM, macknpoBaHme naposnen; B niaHax — OTCNeXXmnBaHme
NPOOO/IKNTENBHOCTU CECCUN N OObeMa MNepefaBaeMblX AaHHbIX
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5.2 HacTpouka ayguta no npumMepy n3 oKyMmeHTauum

ubuntu@ubuntu2204: ~

postgres@demo=# SELECT * FROM pg proaudit settings;

db_name | event type | object type | object name | role_name | comment

--------- B T T T T e T T T T
demo | authenticate | ALL | | | Any authentication in the current DB

demo | disconnect F. 0§ | | | Any disconnect from the current DB

demo | ALL | table | | | Any operations with any table in the current DB

demo | ALL | ALL | | bookings owner | Any operation by "bookings owner" user in the current DB
demo | ALL | ALL | bookings.tickets | |

(5 rows)

postgres@demo=# SELECT pg_ proaudit_save();
pg proaudit save

ubuntu@ubuntu2204: ~

postgres@demo=# SELECT to char(log time, 'DD.MM.YY HH24:MI:SS') AS when, current_usr_name,
- session_pid, event type, query_text, session_usr_name

FROM bookings.pg proaudit log

WHERE object_name = 'public.test_table';

when | current_usr_name | session_pid | event _type | query_text | session_usr_name
------------------- B T T . T T T
19.12.25 05:32:21 | demo_admin | 13706 | DROP TABLE | DROP TABLE test table; | demo_admin
19.12.25 ©5:32:31 | demo_admin | 13706 | CREATE TABLE | CREATE TABLE test table (id int, name text); | demo_admin
19.12.25 05:32:41 | demo_admin | 13706 | INSERT | INSERT INTO test table VALUES (1, 'first'); | demo_admin
19.12.25 05:32:56 | demo_admin | 13706 | 'SELECT | SELECT * FROM test table; | demo_admin

(4 rows) 20
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5.3 Ayaupyem pa3rpaHuyeHue npae B eCTBUU

Bnageney 3almLLEHHON CXEMbI MOXET CO3aTb OM3HEC-MONb30BATENS, HO ANA NPefoCTaBNEHNS
eMy JOCTyna K 6a3e Hy>xeH agMmuHucTpatop b (nnn CYB/)

[+1 ubuntu@ubuntu2204: ~ Q

NN LN = o — e e

booklngs owner@demo > GRANT CONNECT DN DATABASE demo TO bookings_user;

2025-12-19 07:41:57.177 EST [23376] WARNING: no privileges were granted for "demo"
WARNING: no privileges were granted for "demo"
GRANT

Bnagenew, 3alUMLLEHHON CXEMbI HE MOXXET NMPeAOoCTaBUTb NONb30BATENO AOCTYNa K 06bekTam
CXEMbI, 415 9TOr0 HY>KHO paspeLLeHne agMMHUCTpaTopa A4OoCTyna

[+ ubuntu@ubuntu2204: ~ Q

demo_admin@demo=> \c - bookings_owner

You are now connected to database "demo" as user "bookings owner".

bookings owner@demo=> GRANT USAGE ON SCHEMA bookings TO bookings user;

2025-12-19 07:46:28.436 EST [23876] WARNING: no privileges were granted for "bookings"
WARNING: no privileges were granted for "bookings"

GRANT
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5.4 Oco6eHHocTu 3anucu cobbiTumn (WARNING He cunTaeTtcs)

[paBa Ha NPoCMOTP, A0OABNEHME U COXPAHEHME HOBbIX MPaBu ayanTa AenernpoBaHbl Cynepnoib3oBaTenem
adMUHUCTPATOPY AOCTYNa; ero COO6CTBEHHbIE AENCTBUS ayanMpyroTCs

ubuntu@ubuntu2204: ~

sec_officer@demo=> SELECT to_char(log_time, 'DD.MM.YY HH24:MI:SS') AS when, current_usr_name,

I session_pid, event type, query_ text, session_usr_name

FROM bookings.pg_proaudit_log order by log time DESC limit 13;

when | current_usr_name | session_pid | event_type | query_text | session_usr_name
------------------- T B
19.12.25 07:51:11 | sec_officer | 24122 | SELECT | SELECT to_char(log_time, 'DD.MM.YY HH24:MI:SS') AS when, current_usr_name,+| sec_officer
| | | | session_pid, event_type, query_text, session_usr_name +|
| | | | FROM bookings.pg_proaudit_log; |

19.12.25 07:49:43 | bookings_owner | 23876 | DISCONNECT | | bookings_owner
19.12.25 07:49:43 | sec_officer | 24122 | AUTHENTICATE | | sec_officer
19.12.25 07:49:30 | bookings owner | 23876 | SELECT | SELECT * FROM bookings.flights LIMIT 3; | bookings_owner
19.12.25 07:46:28 [ bookings_owner | 23876 | GRANT | GRANT USAGE ON SCHEMA bookings TO bookings_user; ] | bookings_owner
19.12.25 07:46:20 | demo_admin | 23808 | DISCONNECT | | demo_admin
19.12.25 07:46:20 | bookings_owner | 23876 | AUTHENTICATE | | bockings owner
19.12.25 07:45:24 | bookings_owner | 23376 | DISCONNECT | | bookings owner
19.12.25 07:45:24 | demo_admin | 23808 | AUTHENTICATE | | demo_admin
19.12.25 07:40:23 [ bookings_owner | 23376 | GRANT | GRANT CONNECT ON DATABASE demo TO bookings user; ] | bookings owner
19.12.25 07:40:12 | bookilngs_owner | 23376 | CREATE ROLE | CREATE USER bookings user; | bookings owner
19.12.25 07:40:02 | bookings_owner | 23376 | AUTHENTICATE | | bookings owner
19.12.25 07:39:33 | postgres | 21400 | DISCONNECT | | postgres

(13 rows)

OWMB0YHO 3anmncaHbl COObITUA NPeAOCTaBNEHNA NPaB BagebLeEM CXEMb
He 3anmcaHbl cobbITUA NpeaoCTaBNeHNA NpaB agMUHUCTPaToOpoM b1 1 aAMUHNCTPaTOPOM A0CTyNa

(NPUCYTCTBYHOT TONBKO ayTeHTUdUKALMM)
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6.1 CtaTuyeckoe MackupoBaHue — 3agada

s TecTnpoBLUMKOB 10 HY>KHO co34aTb Habop AaHHbIX, CKPbIB MEPCOHAsIbHYHO
MHMOPMALNIO MAaCCaXKMpPoB, UCKa3MB AaTbl U CyMMbl OPOHMPOBAHWIA, @ TakXXe NMpuBA3KY
OUIETOB K OPOHMPOBAHWAM, HO COXPaHWUB MPY 9TOM CCbhIJTOYHYHO LIeNTOCTHOCTb TabsnL.

$ psgl postgres —-U dbms admin
=>CREATE DATABASE masked demo WITH TEMPLATE demo;

1 ubuntu@ubuntu2204: ~ Q = = O X

bookings_owner@masked demo=> SELECT book_ref, book date, passenger_name, contact_data, total_amount
FROM bookings.bookings JOIN bookings.tickets USING (book ref) ORDER BY book_ref LIMIT 5;

book ref | book date | passenger_name | contact data | total_amount
---------- R T S T I T ek Tl
0000OF | 2017-07-04 20:12:00-04 | ANNA ANTONOVA | {"email": "annaantonova-19021973@postgrespro.ru”, "phone": "+70938049942"} | 265700.00
000012 | 2017-07-14 02:02:00-04 | TAMARA ZAYCEVA | {"email": "tamarazayceva-1971@postgrespro.ru", "phone": "+70749401734"} | 37900.00
000068 | 2017-08-15 07:27:00-04 | TATYANA PETROVA | {"email": "t_petroval970@postgrespro.ru", "phone": "+70886117503"} | 18100.00
000181 | 2017-08-10 06:28:00-04 | EVGENIYA KARPOVA | {"email": "karpovaevgeniya.1985@postgrespro.ru”, "phone": "+70669289906"} | 131800.00
000181 | 2017-08-10 06:28:00-04 | ALEKSANDR ZHUKOV | {"email": "aleksandrzhukov111972@postgrespro.ru", "phone": "+70411811316"} | 131800.00
(5 rows)
bookings_owner@masked demo=> UPDATE bookings.tickets SET passenger_name = anon.concat(anon.fake first name(), ' ', anon.fake last name());

UPDATE 366733
bookings owner@masked demo=> UPDATE bookings.tickets SET contact data = jsonb build object('email', anon.fake email(), 'phone', anon.random phone(

i I
UPDATE 366733 32
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6.2 CTaTuyeckoe MacKupoBaHue — UCKa)XXeHue AaHHbIX

[+1 ubuntu@ubuntu2204: ~

bookings owner@masked demo=> SELECT anon.shuffle column('tickets', 'book ref', "ticket no');
shuffle column

yKa3aHWe BHELLUHETO NepBNYHOIO KJ1HO4a
(1 row) MO3BOJIAET COXPaHNTb CCbIJTOYHYHO LIEJTOCTHOCTb

bookings owner@masked demo=> SELECT anon.add noise on datetime column('bookings', 'book date', '3 days 1 hour');
add noise on_datetime column

bookings owner@masked demo=> SELECT anon.add noise on numeric column('bookings', 'total amount', '0.2');
add noise on_numeric_column

bookings owner@masked demo=> UPDATE bookings.bookings SET total amount = round(total _amount, -2);
UPDATE 262788
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6.3 CTaTuyeckoe MacKupoBaHue — pesynbTaT

ubuntu@ubuntu2204: ~

bookings owner@masked demo=> SELECT book ref, book date, passenger_name, contact data, total amount
FROM bookings.bookings JOIN bookings.tickets USING (book ref) ORDER BY book ref LIMIT 5; MCXO'D'HbIe 'D'aHHbIe
book ref | book date | passenger name | contact data | total amount
—————————— o S e e L e s e G e e S e e U G e i
0000OF | 2017-07-04 20:12:00-04 | ANNA ANTONOVA | {"email": "annaantonova-19021973@postgrespro.ru”, "phone": "+70938049942"} | 265700.00
000012 | 2017-07-14 02:02:00-04 | TAMARA ZAYCEVA | {"email": "tamarazayceva-1971@postgrespro.ru", "phone": "+70749401734"} | 37900.00
000068 | 2017-08-15 07:27:00-04 | TATYANA PETROVA | {"email": "t_petroval970@postgrespro.ru", "phone": "+70886117503"} | 18100.00
000181 | 2017-08-10 06:28:00-04 | EVGENIYA KARPOVA | {"email": "karpovaevgeniya.1985@postgrespro.ru", "phone": "+70669289906"} | 131800.00
000181 | 2017-08-10 06:28:00-04 | ALEKSANDR ZHUKQV | {"email": "aleksandrzhukov111972@postgrespro.ru", "phone": "+70411811316"} | 131800.00
(5 rows)

[+1 ubuntu@ubuntu2204: ~ Q = = O X
bookings_owner@masked demo=> SELECT book_ref, book_date, passenger_name, contact _data, total_amount
FROM bookings JOIN tickets USING (book _ref) ORDER BY book ref LIMIT 5; 3aMaCKMPOBaHHHb|e AaHHbIE
book_ref | book_date | passenger_name | contact_data | total_amount
---------- I e i i i T T S
POOROF | 2017-07-06 15:22:21.290659-04 | Alexa Rivers | {"emaill": "brewerjacob@example.com", "phone": "0381219314"} | 219100.00
000012 | 2017-07-13 02:16:44.323021-04 | Jordan Schaefer | {"email": "ygibson@example.net", "phone": "0165873553"} | 37900.00
000068 | 2017-08-16 02:35:15.354986-04 | Katelyn Ali | {"emaill": "jessicaS7@example.net", "phone": "0951861646"} | 17900.00
0e0181 | 2017-08-09 15:39:12.977099-04 | Edwin Floyd | {"emaill": "brittanystewart@example.net", "phone": "0767614987"} | 149600.00
000181 | 2017-08-09 15:39:12.977099-04 | Abigail Sosa | {"email": "hamiltonevelyn@example.com", "phone": "0473129802"} | 149600.00
(5 rows)

B BbIbOpKE 13 Konun bl 3aMeHeHbl UMeHa U KOHTaKTHble AaHHbIe, MOANDULMPOBAHbI
[NaTbl PENCOB M CTOMMOCTb OUIETOB
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/.1 NTorn — 3alimTa AaHHbIX

MHBEHTapm13aLmsa MecT pasmMeLLeHNa YyBCTBUTENbHbIX AaHHbIX; BbIOOP CPeACTB 3alUTbl
[InHaMmn4yeckoe MacKrpoBaHuMe npu 3anpocax OT HeJOBEPEHHbIX NOb30BaTENEN
CTaTn4yeckoe MackmpoBaHue konu b1 npu aKcnopTe B HEJJOBEPEHHYHO cpeay

OrpaHnYeHHbIN OOCTYMN K OO bEKTOM BbIAENTEHHOM CXEMbI, aXKe CO CTOPOHDI
NPUBUIErMPOBAHHbIX NOMb30BaTENEN, aXKe Ha YTeHne

3alUMTHOE NpeobpasoBaHMe JaHHbIX Npy 3anncK Ha Anck 1 B CPK; MUHMMKM3aUms
HarpysKu 3a c4eT paboTbl C BblAENEHHbIM TabMYHbIM NPOCTPAHCTBOM; BO3MOXXHOCTb
ICMOb30BaHMUA BHELLHMX CUCTEM YMNPaBEHMS KHoYaMu

COKpbITWE Mapoien B )XypHanax ayamta
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7.2 UTorn — peructpauma cobbITun 6e3onacHoOCTU

HacTpolika TpebyeT cynepnoab30oBaTens; MPOCMOTP U JoObaBNEHNE HOBbIX MPaBul
NOCTYMHbI aAMUHUCTPATOPY AOCTYNa

AyOVpYyHOTCA AENCTBUA BCEX aAAMUHNCTPATOPOB 1 APYrMX NOMib30BaTes1en

BbICOKOCKOPOCTHasA 06paboTKa ayanpyemMblX COObITUA 3a CHET NapasfieNibHOro 3anycka
BOPKEPOB 3anmncu

CobbiTua oTnpaBnatoTesa B SIEM B «<HaTuBHOM» CEF
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7.3 Ttorn — pasrpaHmyeHme o6s13aHHOCTEN

HacTpoika TpebyeT cynepnosib30BaTesis; HO BMOCAEACTBMN OH OCBOOOXKAAETCA OT
60/1bLUNHCTBA onepaLui:

« PesepBHOE KOMMPOBaHME BbIMONHAETCS OT €ro MMeHn Ha ypoBHe OC (6e3 ornHa B
CYB/[). Takxke npaBa Ha ynpaBnieHne pennnkaumen n 6akanomM BbigaHbl
aZIMUHNCTPATOPY aK3eMnmnasgapa

° Heﬂ,OBepeHHble pacwnpeHnd yCtaHaBJINBAKOTCA C NMOMOLLBbIO aAMWHUCTPAaTOPa

MHPPACTPYKTYPbI
« CospgaHue B/, TabM4YHbIX NPOCTPAHCTB, YNpaBieHne NpoOUIaMn 1 peninkaumen
BO3MOXHO cuNamMun agMuHucTpaTopa CYb/]

* BbigeneHHble JOBEPEHHbIN aAMUHUCTPaTOop (Bnagenel 3almLLEeHHOM CXeEMbI) U
agMUHUCTPATOP AocTyna He TpebytoT 100% yTunnsaymm

B uckntodeHmax — ALTER SYSTEM, ..., BOoCcCTaHOBNEHWE 3aLLUNLLEHHOW CXEMbI N3
JTIOTNYECKOM KOMnm
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8 UTo N3MeHNTCA B TUMUYHbIX MHPPACTPYKTYPHbIX 3ajauax M PostgresPro
npu ycuneuun Ub

[1Nna KOHeYHbIX Nofib30BaTeen CUCTEMbI — HUYEro; HO MOABNAETCH BO3MOXXHOCTb
pPa3fcs/iNnTb NX Ha AOBEPEHHbIX M HEAOBEPEHHDLIX

Ing agMUHNCTPATOPOB:
o Co3zfaHue PU3NYECKNX pe3epBHbIX KOMUM 1 BOCCTAHOBIEHNE — 63 U3MEHEHUIA

o (Co3aaHue Nornm4yecKmnx Konmim 1 BOCCTAaHOBIEHME — YCTOXXHEHWE N3-3a 3aLLUMLLEHHON
CXEeMb!

o (Co3aaHne MackmpoBaHHbIX konun b1 — ynpoLlleHne
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